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ABSTRACT
Multi-user virtual reality (VR) applications such as football and concert experiences rely on real-time avatar
reconstruction to enable immersive interaction. However, rendering avatars for numerous participants on each
headset incurs prohibitive computational overhead, fundamentally limiting scalability. This work introduces a
framework, Privatar, to offload avatar reconstruction from headset to untrusted devices within the same local
network while safeguarding sensitive facial features against adversaries capable of intercepting offloaded data.

Privatar builds on the insight that “domain-specific knowledge of avatar reconstruction enables provably private
offloading at minimal cost”. (1) System level. We observe avatar reconstruction is frequency-domain decomposable
via block-wise DCT with negligible quality drop, and propose Horizontal Partitioning (HP) to keep high-energy
frequency components on-device and offloads only low-energy components. HP offloads local computation
while reducing information leakage to low-energy subsets only. (2) Privacy level. For individually offloaded,
multi-dimensional signals without aggregation, worst-case local Differential Privacy requires prohibitive noise,
ruining utility. We observe users’ expression statistical distribution are slowly changing over time and trackable
online, and hence propose Distribution-Aware Minimal Perturbation (DAMP). DAMP minimizes noise based
on each user’s expression distribution to significantly reduce its effects on utility and accuracy, retaining formal
privacy guarantee. Combined, HP provides empirical privacy protection against expression identification attack.
And DAMP further augments it to offer a formal guarantee against arbitrary adversaries.

On a Meta Quest Pro, Privatar supports up to 2.37× more concurrent users at 5.7∼6.5% higher reconstruction loss
and ∼9% energy overhead, providing a better throughout-loss Pareto frontier over SotA quantization, sparsity,
and local reconstruction baseline. PRIVATAR further provides both provable privacy guarantee and stays robust
against both empirical attack and NN-based Expression Identification Attack, proving its resilience in practice.
Our code is open-sourced at https://github.com/georgia-tech-synergy-lab/Privatar.

1 INTRODUCTION

Virtual Reality (VR) is rapidly evolving to support shared,
immersive 3D environments for applications ranging from
concerts (Park et al., 2024), sports games (Huang et al.,
2025), cinemas (Kim et al., 2024) to collaborative de-
sign(Zhou et al., 2025). Central to this evolution is the
ability to render photorealistic avatars of multiple users in
real-time, enhancing social interaction.
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An ideal multi-user VR system must achieve four competing
goals: i) high fidelity, ii) strong user privacy, iii) power and
heat efficiency for better user experience, and iv) scalability
to multiple users. In current paradigm, avatar reconstruc-
tions of all users happen locally within a single VR headset,
which satisfies i)-iii) but fails to scale as the rendering work-
load from multiple users quickly overwhelms the limited
computational resources of mobile devices. This paper ex-
plores an alternative of offloading local computation to a
powerful but untrusted external device for throughput im-
provement. However, offloading introduces privacy leakage,
as it exposes private user facial input individually to the local
network, potentially leading to confidentiality and integrity
risks. An adversary on the same local network (communica-
tion) or residing at other devices (compute) can eavesdrop
on, infer from, or tamper with offloaded data.
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1.1 Technical Challenges

Broadly speaking, there are three lines of provable privacy
protection for offloading in untrusted servers: cryptograph-
ically based encryption, trusted hardware based isolation,
and information-theoretical based perturbation. But they all
fall short in either efficiency or utility (quality of avatar).

Cryptographic solutions enable a user to encrypt their per-
sonal VR data without leakage, and the server to perform
computation over ciphertexts without decryption, which per-
fectly satisfies i) accuracy and ii) privacy. However, SotA
solutions (Tong et al., 2026a) cannot satisfy iii) efficiency
and iv) scalability requirements listed above. For example,
Homomorphic Encryption (HE) encrypts offloaded data and
its computation, leading to 3 magnitude higher computation
latency (Tong et al., 2026a), hardly supporting more users.
Multiple Party Computation (MPC) leverages more than
one non-colluding servers to collaboratively compute the
private data, but requiring up-to Giga-Bytes of communica-
tion overhead to forbid real-time processing (Keller & Sun,
2022; Knott et al., 2021).

Confidential computing, using technologies like Trusted
Execution Environments (TEEs) in CPU Intel SGX (Intel
Corporation, 2014) and AMD SEV-SNP or SME (Advanced
Micro Devices, Inc., 2020), offers sufficient privacy guaran-
tee and somewhat throughput improvement, (1.79× in our
experiments) because of slow throughput on CPU and extra
encryption overhead.

Information-theoretical privacy preservation largely relies
on adding noise to obfuscate release. Compared to crypto-
graphic encryption or confidential computing, noise does not
cause any efficiency loss but it hurts utility and introduces
privacy risk. In this line, Differential Privacy (DP) (Dwork
et al., 2006) is one of the most representative frameworks.
DP aims to ensure that, in the worst case for an adversary
with arbitrary prior belief, they cannot gain additional knowl-
edge from the release to distinguish an individual’s partici-
pation in a data processing. Operationally, DP requires first
determining an upper bound of the sensitivity of the process-
ing function (Xiao et al., 2023b), i.e., the worst-case change
on the release when one arbitrarily replaces one datapoint.
Afterwards, noise is calibrated according to both sensitivity
and security parameters (Xiao et al., 2023a). However, de-
pending on the application, finding a usable noise solution
without significantly hurts utility is non-trivial (Xiong et al.,
2020; Near et al., 2025).

1.2 Our Contributions

We introduce PRIVATAR, the first framework to enable
privacy-preserving offloading without sever utility degrada-
tion, ensuring private, high-fidelity, and real-time multi-user
avatar reconstruction at scale. We systemically protect pri-
vacy of individually released facial data in two levels.

On the System Level, PRIVATAR’s core innovation is a
strategic partitioning of the avatar reconstruction pipeline.
It separates the frequency representation of an avatar’s tex-
ture, assigning different components to either the local VR
headset or an untrusted external device based on variance.
The facial mesh and the high-variance frequency compo-
nents of the texture are processed securely on the local VR
headset. Conversely, the reconstruction of the low-variance
frequency components is offloaded to untrusted third-party
devices to minimize the noise required by provable privacy
protection. This physical isolation reduces the sensitivity
of offloaded data by only exposing a subset of components,
providing empirical protection against expression identifica-
tion attack (Kopalidis et al., 2024; Zhang et al., 2023).

On the Privacy Level, PRIVATAR roots in using exploita-
tion of data entropy for privacy protection. Compared to
DP, which fully relies on algorithmic randomness to en-
sure indistinguishability, we further consider incorporating
the data entropy for privacy enhancement. That is to say,
we consider formalizing the adversarial inference hardness
based on the randomness from both the data distribution and
the additional noise perturbation instead of purely on noise
perturbation in DP. Based on this, we propose Distribution-
Aware Minimal Perturbation to reduce the amount of noise
required by local DP by up-to 17.6× for the same level of
provable privacy guarantee, reducing utility degradation.

Intuitively, PRIVATAR leverages the temporal invariant na-
ture of users’ facial expression to reduce the required noise,
i.e. users turn to make the similar expressions as they did
recently (analogue to user’s quirk) and all expressions a
user could make cannot change drastically over time. Us-
ing users’ historical expression statistics and PAC Privacy
(Xiao & Devadas, 2023; 2025; Xiao, 2024), we compute
per-dimension, provably minimal perturbations that meet a
target privacy guarantee. Our contributions are:

• Horizontal Partitioning (HP): Horizontally split of the
avatar reconstruction into two independent paths for locally
processing on device and offloading to untrusted devices,
and a frequency-domain split of unwrapped facial textures
that enables fine-grained data/compute relocation among
two paths. This reduces local computation while only re-
stricts the untrusted devices to see an incomplete view of
the private data for privacy protection, improving scalability
while maintaining privacy.

• Distribution-Aware Minimal Perturbation (DAMP): A
dimension-wise noise determination mechanism that ex-
ploits the entropy of private data (statistical distributions)
into minimizing perturbation (noise) needed to achieve
provable privacy protection. DAMP calibrates multi-
dimensional noises for individually released data via PAC
privacy, yielding markedly better reconstruction quality (less
reconstruction loss) than local DP at the same privacy level.




