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ABSTRACT

Training frontier-scale foundation models involves coordinating tens of thousands of GPUs over multi-month
runs, where even minor performance degradations can accumulate into substantial efficiency losses. Existing
health-check mechanisms, such as NCCL tests or GPU burn-in, primarily focus on functional correctness and
often fail to detect fail-slow behaviors that silently degrade system performance. In this paper, we present
Guard, a scalable system for detecting stragglers and ensuring node health in large-scale training clusters. Guard
combines lightweight online performance monitoring during training with an offline node-sweep mechanism that
systematically evaluates and qualifies nodes before they participate in production workloads. This design enables
Guard to detect both acute failures and long-running fail-slow behaviors that traditional diagnostics cannot capture.
Deployed on large-scale foundation model pretraining workloads, Guard improves mean FLOPs utilization by
up to 1.7, reduces run-to-run training step variance from 20% to 1%, increases mean time to failure (MTTF),
and significantly reduces operational and debugging overhead. These results demonstrate that proactive straggler
detection and systematic node qualification are critical for maintaining stable and efficient large-scale training.

1 INTRODUCTION

As large language model (LLM) training has grown in scale
from hundreds to thousands to tens of thousands of GPUs,
maintaining node health has become a key bottleneck to
sustaining high throughput over an extended period of time.
(Huang et al., 2019; Narayanan et al., 2019; Rajbhandari
et al., 2020; Ren et al., 2021; Shoeybi et al., 2019; Jiang
et al., 2024; Dubey et al., 2024; Liu et al., 2024; Google
DeepMind, 2024; Rasley et al., 2020; Chowdhery et al.,
2022; Ziji Shi, 2025). Foundation model training runs now
employ hybrid parallelism, combining data, tensor, pipeline,
and expert parallelism, across thousands of accelerators
that are interconnected by hierarchical high-speed network.
(Narayanan et al., 2019; Ren et al., 2021; Shoeybi et al.,
2019; Chang et al., 2024; Chen et al., 2024; Gao et al.,
2024; Fedus et al., 2021; NVIDIA, 2018). In such a work-
load, even a single underperforming node can slow down
global training progress as hybrid parallelism significantly
increases synchronous NCCL operations such as all-reduce
and all-to-all that are bounded by the slowest participant
(Jiang et al., 2024; Chang et al., 2024; Chen et al., 2024; Gao
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et al., 2024; NVIDIA, 2018). While fail-stop faults such as
GPU crashes or hardware errors are relatively straightfor-
ward to detect and recover from, a more subtle and persistent
class of failures known as “grey nodes” have emerged as a
major obstacle to stable large-scale training (Huang et al.,
2017; Gunawi et al., 2018; He et al., 2023; Xiong et al.,
2024; Lean Wangl, 2024; Apostolos Kokolis, 2025).

Grey nodes refer to machines that pass standard health
checks designed to detect hard failures but exhibit degraded
performance during real workloads (Huang et al., 2017;
Gunawi et al., 2018; He et al., 2023; Xiong et al., 2024;
Hu et al., 2024; Shazeer et al., 2017; Lean Wangl, 2024,
Zhou et al., 2023; Stojkovic et al., 2025). Unlike fail-stop
faults, grey nodes do not immediately cause errors in train-
ing jobs; rather, they silently reduce the overall throughput
of the job, with their impact accumulating and worsening
over time (Jiang et al., 2024; Hu et al., 2024; Shazeer et al.,
2017; Dubey et al., 2024; Ziji Shi, 2025; Zhou et al., 2023).
In large-scale training runs, a single grey node’s impact is
magnified as the workload requires thousands of GPUs to
synchronize frequently during each training step, causing
the slowest node to gate progress(Jiang et al., 2024; Chang
et al., 2024; Chen et al., 2024; Gao et al., 2024; Rombach
et al., 2022; NVIDIA, 2018). Existing validation mecha-
nisms such as NCCL tests, GPU burn-in procedures, or short
stress benchmarks focus primarily on hardware functionality
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and communication correctness (NVIDIA, 2021; 2024a;bdif cult to observe through traditional health checks.

Xiong etal., 2024; Rombach et al., 2022; NVIDIA, 2018 Complementing the online monitoring layer, Guard includes
Hu et al., 2022). Even with improved on-chip diagnostics re- P g g fayer,

. ! . n of ine node-sweep mechanism that executes lightweight
ducing silent data corruption and other hardware-level fault,. . - .
. : .~ diagnostic workloads to reproduce realistic communication
rates, these error detection mechanisms only ensure basic

o . : Ahd synchronization patterns on a subset of nodes. This de-
erability; performance-impacting faults that grey nodes ex-

o . . .. "sign allows Guard to isolate underperforming components,
hibit under long-duration, mixed compute—communication . .
? i i such as degraded interconnects or faulty network interfaces,
workloads persist (He et al., 2023; Chang et al., 2024; Chen , ; AR . i
) ] while minimizing interference with production workloads.
et al., 2024; Gao et al., 2024; Hu et al., 2024). Conse- . ; :
. ; . ogether, the online and of ine components form a uni ed
guently, large production clusters often silently experience . : )
. . . system that enables accurate diagnosis of both transient and
prolonged ef ciency loss. (Huang et al., 2017; Gunawi et al., ersistent berformance iSsues
2018; He et al., 2023; Hu et al., 2024; Shazeer et al., 2017 P '
Lean Wang1, 2024; Lian et al., 2020). Finally, we present a sample triage work ow that demon-

Our production observations reveal that grey nodes can havsetrates how Guard integrates detection, diagnosis, and miti-

numerous root-causes that manifest across multiple systef:’hatlon Into a closed-loop operational pipeline. Through this

layers. At the hardware level, thermal throttling, degradeqsystem-level design, Guard provides a practical, scalable,

high-bandwidth network adapters, and unstable NVLink in_and effective solution for maintaining node health and miti-

terconnects can lead to reduced GPU frequency or increas&?tmg stragglers in large-scale _d|st.r|buted ”"’T‘”'”g- We. have
open-sources a subset of monitoring/detection tools in fkat

communication latency (Jiang et al., 2024; NVIDIA, 2021; ; , ! . L

2024a:b; Rombach et al., 2022: Hu et al., 2022). At the sys- Amazon's Foundational Software Kit for Al Training.
tem level, CPU or PCle bandwidth limitations can further The remainder of this paper is organized as follows. Sec-
exacerbate these slowdowns tion 2 describes our production cluster environment and the

i . notivation for our approach. Section 3 analyzes real-world
g\lc\?l%qg eztoallé)Z(g:'S’p(i:tZiEeitea}ls';ﬁgszi')’eﬁ]zomﬁagl'i’nzigiz_gerformance degradation patterns observed in industrial-

lation, they are workload- and synchronization-dependen cale LLM training. Section 4 introduces the online moni-

. . . : toring subsystem, while Section 5 presents the of ine node-
making them dif cult to proactively diagnose. When they : : .
. : . . . sweep methodology. Section 6 details the end-to-end triage
appear in multi-week training runs, their cumulative ef-

L . L - work ow, and Section 7 evaluates the system through exten-
fect results in signi cant inef ciencies. (He et al., 2023, sive experiments and discusses the broader implications of
Xiong et al., 2024: Hu et al., 2024; Shazeer et al., 2017 b P

Lean Wangl, 2024). This observation highlights a crit-Our ndings.

ical gap in current large-scale training infrastructure: the
lack of continuous, non-intrusive, and performance-sensitive2 BACKGROUND AND M OTIVATION

\?vc;?;_olz\é?ls h:glf:h Zr?grl;[‘r(?ggcg:en%egt?iigISEP\IS{/;{B?,; lz\éezrf_g%etecting and mitigating performance-degraded nodes has
P P ’ ' ' become fundamentally more challenging in modern large-

Xiong et al., 2024; Shazeer et al., 2017; Rombach et al'Scale training systems due to the combined effects of ar-
2022; Lean Wang1, 2024; Yulin et al., 2021). g sy

chitectural complexity, dynamic workloads, and extreme
To address these gaps, we present Guard, a system for stragale.

gler detection and node health management designed f‘R}‘Iodern large-scale language model training relies on in-

large-scale hybrid-parallel training. as illustrated in Fig- o o o001 complex hybrid parallelism strategies—includin
ure 1. Guard integrates online performance monitoring with gy P ybrdp 9 9

. . , . data, tensor, pipeline, and expert parallelism—that require
an of ine diagnostic work ow to systematically detect and . ) o

) . . . sustained and high-volume communication across thousands
localize both transient and persistent gray-node behaviors i gy
using training-step time as the primary end-to-end perfor(—)f GPUs (Huang et al,, 2019; Narayanan et al., 2019; Rajb-
mance sianal handari et al., 2020; Ren et al., 2021; Shoeybi et al., 2019;

ghal. Jiang et al., 2024; Chang et al., 2024; Chen et al., 2024; Gao
At its core, Guard consists of two tightly coupled com-et al., 2024; Fedus et al., 2021; NVIDIA, 2018). In such en-
ponents. The online component continuously tracks keyironments, overall training performance is determined not
hardware and communication metrics—including GPU fre-only by the raw computational capacity of individual acceler-
guency, temperature, power consumption, network retranstors, but by the ef ciency of global synchronization across
mission events, and effective bandwidth—enabling lowthe entire system. As a result, a single underperforming
overhead detection of anomalous behavior without disruptaode can slow down global progress, since all participants
ing ongoing training jobs. These signals provide real-time———————
https://github.com/amzn/fkat

visibility into performance degradations that are otherwise
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Figure 1.Automated node health management work ow. The monitor system continuously checks node metrics, isolates bad nodes,
performs of ine sweeps after repair, and reintegrates healthy nodes.

Return node to
Good Node Pool

must wait at synchronization barriers during collective operwithout triggering explicit hardware alarms (He et al., 2023;
ations making system-wide performance sensitive to eveNVIDIA, 2021; 2024a;b; Xiong et al., 2024; Rombach et al.,
small per-node slowdowns. (Jiang et al., 2024; Chang et al2022; Hu et al., 2022). These soft degradations may persist
2024; Chen et al., 2024; Gao et al., 2024; Ziji Shi, 2025). for extended periods, silently eroding training throughput

. . . in speci ¢ workloads and thereby remaining invisible to
The architectural complexity of modern foundation mod- : o ) . )
conventional monitoring mechanisms (Xiong et al., 2024;

els further exacerbates this issue. In Mixture-of-Expert ]

(MoE) models, expert parallelism distributes subsets of ej—-'u etal., 2024; Lean Wang1, 2024).
perts to different GPUs, leading to inherently imbalancedConventional node validation techniques—such as short-
and dynamically changing workloads (Shazeer et al., 201uration communication benchmarks or GPU burn-in diag-
Dubey et al., 2024; Liu et al., 2024; Google DeepMind,nostics—are primarily designed to verify functional correct-
2024; Le Scao et al., 2022; Ziji Shi, 2025). Because routingness under idealized conditions (NVIDIA, 2021; 2024a;b;
decisions and token distributions vary over time, a degrade®Rombach et al., 2022; NVIDIA, 2018). However, these tests
node may remain undetected during initial validation phasedail to capture performance degradations that are workload-
only manifesting as a straggler under speci c communicadependent, intermittent, or only observable under long-
tion or workload conditions later in training where its impact running, mixed compute—communication workloads (Chang
compounds across repeated synchronization points (Jiareg al., 2024; Chen et al., 2024; Gao et al., 2024; Hu et al.,
etal., 2024; Hu et al., 2024; Shazeer et al., 2017). 2024; Yulin et al., 2021). As a result, nodes that pass stan-

. . . dard validation may later exhibit degraded behavior when
In addition to model-level complexity, large production - .
?xposed to realistic training traf c.

clusters experience continuous background uctuations a
both the hardware and system levels. Thermal variationg\s training scales further, the operational impact of such

power-management adjustments, and transient congestion imdetected inef ciencies becomes substantial. Even modest
inter-node communication paths can degrade performangeer-node performance deviations on the order of a few per-
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cent can accumulate across thousands of GPUs and millions
of training steps, translating into signi cant increases in
time-to-solution and infrastructure cost (Jiang et al., 2024;
Hu et al., 2024; Shazeer et al., 2017; Dubey et al., 2024).
Maintaining a consistently healthy cluster therefore requires
mechanisms that go beyond detecting fail-stop failures, and
instead continuously identify and mitigate silent or gradual
performance degradation at scale (Huang et al., 2017; Gu-
nawi et al., 2018; He et al., 2023; Lean Wang1, 2024; Yulin
et al., 2021; Apostolos Kokolis, 2025).

3 JOB SLOWDOWN ANALYSIS

Large-scale distributed training frequently suffers from per- Figure 2.different CPU settings' training step time
formance degradations that do not cause job failures but

signi cantly reduce throughput. In synchronization-heavy

workloads, overall progress is bounded by the slowest par-

ticipants, causing even small node-level slowdowns to be

ampli ed at the job level. Unlike fail-stop faults, these

degradations often evade traditional health checks and per-

sist silently for long periods, making them particularly costly

in multi-week training runs.

Across production workloads, we observe two recurring

slowdown behaviors. First, a subset of hodes consistently

exhibits slower performance than the cluster baseline, lead-

ing to a persistent in ation of training step time. Second,

transient step-time spikes appear intermittently, often corre-

lated with communication instability or resource contention.

While these spikes may seem minor in isolation, they comFigure 3.Training step time reduction after removing a degraded
pound signi cantly at scale and can trigger cascading slowcommunication path. Small per-step differences compound signi -
downs or timeouts in large hybrid-parallel jobs. cantly at scale.

Our investigation reveals that these slowdowns arise from

multiple system layers. On the CPU side, insuf cient allo-;

. . S d;)r contributor. Thermal throttling, power delivery insta-
cation or bandwidth limitations delay data movement an ility, and aging hardware can reduce sustained clock fre-

communication coordination. Figure 4 shows that an dyg ency or effective throughput without triggering explicit
namic CPU schedulers can increase training speed variatiogy.,.<~ a single underperforming GPU can slow down col-
by up to TK% even when GPU hardware and utilization|gtjye operations for its entire parallel group, propagating

remain unchanged. This highlights that GPU utilization|q5|i,ed degradation into cluster-wide straggler behavior.
alone is insuf cient for assessing node-level performance.

L . These issues are rarely detected by traditional node vali-
Communication-related issues further exacerbate SIOWdOWHation methods such as GPU burn-in tests or short NCCL

behavior. When a high-bandwidth interconnect adapter ds,mmynication checks. Burn-in tests emphasize functional
grades or becomes unavailable, modern communicatiog,rectness over sustained throughput, while NCCL tests
libraries such as NCCL may transparently reroute traf € i itize connectivity and tolerate performance loss through
through alte_rnatlve_z pa_ths to preserve fu_nctlor_lal correctnes&ansparent rerouting. As a result, nodes that pass standard
Although this avoids immediate job failure, it reduces efy 5iyation may still behave as grey nodes in production, con-

fective bandwidth and introduces routing asymmetry. ASgjgtanty lagging behind peers and degrading overall training
shown in Figure 6, resolving such degraded communicasg ciency.

tion paths reduces training step time from 8.7st0 8.4s. In
large-scale or MoE workloads with repeated synchronizalogether, these observations motivate the need for contin-

tion phases, these sub-second differences accumulate ing@us, performance-aware monitoring during training and
substantial ef ciency loss. independent of ine veri cation before nodes are returned to

. . service. The following sections introduce an online monitor-
GPU-side performance degradation represents another Mag system that detects performance anomalies in real time
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(Section 4), an of ine node sweep mechanism that validates
node health under realistic workloads(Section 5).

3.1 CPU Setting Limitations

CPU con guration plays a critical role in large-scale train-

ing performance and involves two key aspects: CPU allo-

cation per GPU worker and CPU frequency settings. The

optimal CPU allocation is highly workload-dependent, vary-

ing across training paradigms such as dense models and

Mixture-of-Experts (MoE), while overly aggressive fre-

guency tuning can negatively impact overall system sta-

bility.

In large-scale foundation model training, CPUs are respon- Figure 4.performance difference in different CPU setting
sible for several performance-critical tasks, including data

loading, checkpointing, and coordinating intra-node GPU

communication. As training scales, CPU bandwidth in-3.2 S|ow communication

creasingly becomes a limiting factor. Once CPU resources o o .
approach their bandwidth limits, these essential operation§Ommunication inef ciencies represent another critical

can become bottlenecked, leading to cascading performan&@ll€nge in production training environments. While the
degradation and reduced overall training throughput. current NCCL routing architecture assigns dedicated net-
work adapters to each GPU, the system's fallback mecha-

Speci cally, CPU bandwidth limitations can affect: nism can mask underlying hardware issues. When a GPU's
network adapter fails, NCCL automatically reroutes com-

« Data Loading: Slower preprocessing and delivery of munication through another GPU's adapter (typically GPU
training samples to GPUs; 0) without triggering hardware failure alerts. For instance,

if GPU 5's adapter malfunctions, its communication will be

» Checkpoint Operations Increased latency in saving redirected through GPU 0's network connection.

and restoring model states; This fallback mechanism, while preventing immediate job
failures, introduces signi cant performance degradation
« Inter-GPU Communication: Reduced ef ciency in  across the training cluster. The impact is particularly se-
coordinating and transferring data among GPUs. vere in Mixture of Experts (MoE) model training, where
communication patterns are more complex. MoE archi-
tectures require two critical synchronization points: token
con guration parameters that signi cantly impact training dlspatch and result C(_)mblnatlon, both |r_1voIV|ng communi-
cation across the entire Expert parallelism group. When a

performance. The rstis CPU frequency. By default, most : .
. O node operates sub-optimally, it creates bottlenecks at these
servers enable dynamic frequency scaling; however, we o .
ynchronization points.

observe that disabling dynamic scaling and using a xed®
CPU frequency can lead to higher and more stable training’he performance impact compounds signi cantly in modern
throughput. The second parameter is the number of CPdrchitectures. For example, in a model with 32 MoE layers,
cores allocated to each training pod. This requirement ishese communication inef ciencies accumulate across each
highly model-dependent: models with heavier communicakayer, resulting in substantial overall training slowdown.
tion patterns, such as Mixture-of-Experts (MoE), requireThis cascading effect demonstrates why detecting and ad-
substantially more CPU resources than dense models tdressing sub-optimal communication patterns is crucial for
achieve optimal performance. maintaining training ef ciency at scale.

In our production experiments, we identify two key CPU

When the combined workload exceeds CPU bandwidth caFable 1 shows an abnormal network status. Even when one
pacity, these operations experience increased latency, dietwork adapter is down, the NCCL library automatically
rectly impacting the overall training throughput. This bottle-reroutes communication through another available adapter
neck becomes particularly pronounced in distributed trainto maintain functionality. However, this failover leads to ab-
ing scenarios where ef cient communication and data movenormally high workloads on the remaining network adapter,
ment are crucial for maintaining training ef ciency. the effectively doubling the network traf ¢ as illustrated in Fig-
detail result is shown in the gure 1. without correct CPU ure 2. Consequently, each training step becomes slower by
setting it could be a 20% train speed slow down. approximately 0.3 seconds, as shown in Figure 3.



Guard: Scalable Straggler Detection and Node Health Management for Large-Scale Training

Table 1.Comparison between normal and abnormal GPU-NIC

mappings.
GPUO (Normal) GPU7 (Abnor-
mal)
Expected NIC O 7
Actual NIC 0 0 (misrouted)
Status Normal Faulty (adapter
down)

3.3 GPU Calculation Performance Degradation

GPU performance degradation represents one of the most

common yet subtle causes of node-level slowdowns in large-  Figure 5. Abnormal network packages transmitted metric.
scale distributed training. In production environments, mul-

tiple hardware and environmental factors, such as thermal

throttling, unstable power delivery, and component aging,

can lead to sustained performance loss on individual GPUs

even when the node passes standard validation tests.

Thermal throttling is a primary contributor to GPU perfor-

mance degradation. During intensive and prolonged training

workloads, GPUs operate near their thermal design limits.

When the temperature exceeds prede ned thresholds, the

hardware automatically reduces core clock frequency or

power draw to prevent overheating. These protective mech-

anisms, while preserving device safety, directly reduce com-

putational throughput. As shown in Table2 2, an increase

in GPU temperature from 3Q to 77C can result in a core Figure 6.Training step time reduction from 8.7s to 8.4s.
frequency drop from 1.93 GHz to 1.38 GHz, leading to sig-

ni cant slowdowns during synchronization-heavy training
steps. tially degraded cooling fans—can create persistent tempera-

. ) ] _ture imbalances between GPUs within the same node. Even
In addition to temperature effects, power delivery instabil-, single GPU operating below its nominal frequency can

ity is another critical factor in uencing GPU performance. qjow down collective operations like AllReduce and All-

Modern GPUs rely on consistent and high-quality pOWerGather, propagating the slowdown to all participating de-
supply to sustain peak clock frequencies. Voltage uctuay;ces in the cluster.

tions, current limits imposed by faulty power distribution

units (PDUs), or degraded power cables can cause the GPID summary, GPU computation degradation can arise from
to enter conservative performance states. In our produ@.combination of thermal, electrical, and memory-level inef-
tion observations, nodes with slightly lower power draw ciencies. While each factor may appear minor in isolation,
(10-15% below cluster average) exhibited noticeably retheir cumulative effects can cause severe straggler behavior
duced FLOPS utilization despite showing normal utilizationin distributed training. Continuous monitoring of temper-
rates and frequencies, suggesting that power constraints cature, power draw, frequency stability, and memory error
silently limit performance. rates is therefore essential for early detection and mitigation

) ) of GPU-level degradation before it impacts cluster-wide
Memory subsystem ef ciency also plays an important role

. _ performance.
Aging hardware or marginal memory modules may experi-

ence increased access latency or ECC corrections, reducin
effective memory bandwidth and causing stalls in comput ONLINE NODE HEALTH MONITORING
pipelines. These issues are rarely detected by burn-in tests, SYSTEM

which typically run for short durations and emphasize arith- . : -
X ; Traditional node health checks in large-scale training sys-

metic correctness rather than sustained data movement. L )
tems focus primarily on functional correctness, such as GPU

Moreover, environmental and mechanical factors—such aavailability or binary link status. However, our production
dust accumulation, uneven air ow across chassis, or paexperience shows that many of the most damaging perfor-
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. : GPU Power Draw. Power draw provides an indirect
Table 2.Relationship between GPU temperature and clock fre- . . .
. . : . ~measure of GPU workload intensity. Under normal train-
quency. ngher temperatures trlgger protectlve downclocklng. | d bl y . d .
reducing effective throughput. ing loads, stable power consumption is expected. _I_Dew—
ations—especially low power draw despite high utiliza-
tion—often suggest voltage regulation issues or failing hard-

ware components. In our production observations, nodes

GPU TEMPERATURE (°C) CORE FREQUENCY (GHZz)

353(1) 28 i'gg showing normal utilization but abnormally low power draw
GPU?2 69 1.78 were consistently correlated with reduced FLOPS utiliza-
GPU3 77 1.38 tion, validating this as a strong health signal.

Network device Error Count. Network device Error error

mance issues do not cause explicit failures. Instead, nodégetrics, including packet retransmissions, link retries, and
remain operational while silently delivering reduced effeclink aps, reveal low-level network instability. These tran-

tive throughput, becoming Stragg|ers in Synchronizationsient issues rarely appear in short validation tests but can
heavy workloads. cause synchronization stalls or communication timeouts in

long-running distributed training. Monitoring error counts

To address this gap, we design an online node healthe|ps identify potential cable degradation or malfunctioning
monitoring system that continuously tracks performanceqenyork adapters early.

correlated hardware and network signals during real training . o o
runs. Rather than relying on short validation tests or statidNetwork device Transmission Rate (Gb/s)Transmission
thresholds, the system is grounded in degradation patterridte re ects the effective throughput of network communi-

repeatedly observed in production. cation. Persistent reductions in transmission rate—without
corresponding error spikes—may indicate degraded cables,
4.1 Proposed Metrics for Continuous Node Health miscon gured MTU, or thermal throttling of the network
Monitoring interface. This metric provides a holistic view of inter-node

communication ef ciency.
Based on observations from our production-scale trainin

environment, we identify several hardware and system—levj‘et""Ork device Status.Network device may intermittently
indicators that strongly correlate with node stability and"€Set due to hardware faults or driver-level issues. Although
training ef ciency. These metrics are continuously collected NCCL automatically reroutes traf ¢ to maintain connectiv-

from all active nodes during training and jointly analyzed to ity, such fallback paths usually introduce additional latency

detect anomalies that traditional validation methods fail tc®" Pandwidth reduction. Continuous monitoring of link
capture. status allows operators to proactively identify and isolate

affected nodes before performance degradation propagates.
GPU Temperature. Sustained high GPU temperatures

can trigger thermal throttling mechanisms, directly reducz 2  Online Monitoring Strategy

ing computational performance. While short burn-in tests

may not expose this behavior, long-running workloads ofterMotivated by the observations above, our online monitor-
reveal persistent thermal imbalances due to cooling inef ing system continuously tracks a compact yet informative
ciencies. Continuous temperature monitoring allows earlyp€t of hardware- and network-level metrics that directly re-

detection of thermal anoma"esl preventing |ong_term degraect effective training performance. These metrics include
dation in sustained workloads. GPU temperature, clock frequency, power draw, intercon-

o o nect error counters, and effective communication through-
GPU Utilization. GPU utilization represents how effec- ;i Rather than relying on xed absolute thresholds, all

tively GPU compute resources are being used. Persistentiye(rics are evaluated relative to peer nodes participating in

low utilization can indicate CPU-GPU imbalance, softwaréine same training job, allowing the system to naturally adapt

inef ciency, or internal bottlenecks such as limited mem-, \yorkioad characteristics and hardware heterogeneity.
ory bandwidth. Monitoring utilization trends helps identify

nodes underperforming relative to cluster averages. To ensure robustness, nodes are agged only when multiple
performance indicators exhibit sustained deviation from

GPU Clock Frequency. Clock frequency serves as a di- the peer baseline across consecutive evaluation windows.
rect indicator of GPU performance state. Frequency drop§hs multi-signal and temporal ltering strategy effectively
caused by thermal throttling, power capping, or hardwarg,nnresses false positives caused by transient uctuations,
aging can silently reduce node throughput. Tracking pefgpile still enabling early detection of persistent performance
GPU frequency stability in real time enables detection Ofdegradation. Once a node is agged, it is removed from

subtle slowdowns that are invisible in coarse-grained clustef,q healthy node pool and scheduled for of ine veri cation
metrics. ,
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ensuring that online monitoring remains lightweight andbandwidth, NVLink interconnects, and PCle paths. As a re-
non-intrusive. Final validation is performed through the sult, nodes may pass burn-in validation while still exhibiting
of ine node sweep mechanism described in Section X.  degraded intra-node communication or asymmetric GPU

Importantly, our system does not classify nodes as faultyerformance under sustained load.

based solely on hardware error counters. Instead, traigimilarly, NCCL tests validate the functional correctness
ing step time—representing user-visible performance—iof collective communication primitives (e.g., AllReduce,
treated as the primary signal, with hardware metrics serving@roadcast) but typically run for only a few seconds under
as supporting indicators. Based on the severity of observeilealized conditions. Moreover, NCCL's fault-tolerance
performance impact, we apply a tiered response policy thanechanisms can transparently reroute traf ¢ around de-
balances mitigation urgency with operational disruption: graded links, allowing tests to pass while masking reduced
bandwidth, routing asymmetry, or network-level instabil-
ity. Such effects often emerge only during prolonged,

* No observable impact.If training throughput remains . L 2
P g gnp synchronization-heavy distributed training.

unaffected, the node is marked jpsnding veri ca-
tion. The running job is left unchanged, and the nodeln practice, these limitations lead to the emergencgrey
continues to participate while being monitored morenodes machines that do not fail outright but consistently
closely. lag behind others, in ating step time and reducing overall
cluster throughput. To address this gap, we adopt a closed-
* Moderate, sustained slowdown (10%). When a  |oop node health management framework that combines
measurable but tolerable slowdown is detected, theontinuous online monitoring with an of ine veri cation
issue is considered actionable but non-urgent. Mitigastep. Online monitoring conservatively detects suspicious
tion is deferred to the next checkpoint to con rm the pehavior during real workloads, after which the node is
diagnosis while avoiding unnecessary job interruptionremoved from the healthy pool. An of ineode sweep
_ job is then triggered to perform end-to-end performance
* Severe degradation or stalls ( 20%). When perfor-  y3jigation before the node is allowed to re-enter production,
mance degradation is substantial or progress stalls, th@nsuring both safety and diagnostic accuracy.
node is deemed harmful to training. The job is immedi-

ately restarted with a healthy replacement node, and thg_2 Single-Node Sweep: Intra-Node Performance
affected node is removed from service for remediation. validation '

This tiered strategy prevents overreaction to transient anomg-h € single-node sweep targets performance degradations

lies while ensuring timely intervention when performanceW'thm a single node that frequently evade traditional vali-

degradation materially impacts large-scale training ef _dation. Itis d_eS|_gned to expose s_ustalnec_j Fhro_ughpuf[ loss
ciency. and communication asymmetry while remaining lightweight

enough to run independently of full training jobs.

5 OFFLINE NODE HEALTH VERIFICATION  SPecically, the sweep evaluates:

METHOD
« Per-GPU compute throughput ensuring consistent
51 Why Traditional Node Health Checks Are sustained FLOPS across all GPUSs.

Insuf cient
¢ Intra-node interconnect bandwidth, validating

NVLink connectivity and symmetry through pairwise
GPU communication tests.

Traditional node validation methods such as GPU burn-in
tests and NCCL communication tests are widely used in
large-scale distributed training systems to verify basic hard-
ware functionality before admitting nodes into production
clusters. However, these methods are primarily designed tonlike conventional burn-in tests that emphasize functional
detect hard failures and short-term instability, rather tharcorrectness, the single-node sweep explicitly measures sus-
sustained performance degradation under realistic trainintpined throughput and communication ef ciency. This de-
workloads. sigh makes subtle degradations—such as uneven GPU throt-
GPU burn-in tests focus on exercising compute units ustalllglg or partially degraded NVLink paths—directly observ-
ing synthetic arithmetic and memory-intensive kernels over ™

short durations. While effective at detecting faults suchFigure 7 shows representative results in which GPUs within
as overheating or defective cores, they do not suf cientlythe same node exhibit measurable performance divergence
stress performance-critical subsystems including memorgespite passing burn-in tests. Such asymmetries often am-
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Figure 8 illustrates how including a faulty node in a 2-node
sweep leads to consistent step-time in ation. This behavior
scales predictably as more nodes are added, as shown at
the cluster level in Figure 9, motivating our default use of
2-node sweeps as a cost-effective veri cation mechanism.

5.4 Node Sweep Results and Operational Use

The node sweep evaluates end-to-end performance under
sustained load, succeeding where traditional NCCL tests
fail. Because it does not rely on short-lived correctness
checks, the sweep makes bandwidth loss, routing asymme-
try, thermal throttling, and intermittent network instability

Figure 7.Single-node sweep results showing intra-node perfor-dlrectly observable.

mance divergence across GPUs that pass traditional validation. Syweep results are interpreted conservatively. Nodes that
pass both single-node and multi-node sweeps are returned
to the healthy pool, while nodes that fail remain quarantined
for further repair or re-imaging. In practice, a sweep dura-
tion of 1-2 hours is suf cient to detect persistent compute
and communication degradation.

Rather than periodically sweeping all nodes, we adopt an
event-driven strategy in which sweeps are triggered by
anomalies detected through online monitoring or following
repair actions. This approach minimizes validation overhead
while preventing degraded nodes from silently re-entering
production workloads.

6 DETECTION PARAMETERS AND NODE

Figure 8.Multi-node (2-node) sweep showing step-time in ation TRIAGE WORKFLOW

caused by inter-node communication degradation. . )
Given the typical xed compute budget that clusters ex-

hibit, node replacement is a key part to achieving a high
utilization. With traditional fail-stop faults, the remediation
process usually involves replacing hardware, however given
that grey node failures can have multiple root causes that
are notimmediately visible, a more detailed triage work ow

plify during collective operations, leading to persistent strag
gler behavior in distributed training.

5.3 Multi-Node Sweep: Inter-Node Communication
Validation

While single-node validation captures local degradation,
many stragglers originate from inter-node communication
issues, including degraded high-bandwidth network links
or transparent rerouting by the communication library. To
detect these failures, we perform a multi-node sweep that
stresses cross-node collective communication under con-
trolled conditions.

We evaluate con gurations with 2, 4, and 8 nodes and nd
that most communication-related degradations are already
detectable in the 2-node setting. Degraded links or mis-
routed traf c manifest immediately as elevated latency or
reduced bandwidth, making minimal-scale sweeps surpris-
ingly effective. Although larger con gurations increase

sensitivity, they offer diminishing returns relative to their Figure 9.Cluster-level node sweep demonstrating scalability of
cost. the of ine validation approach as faulty nodes are introduced.
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Table 3.Grey Node Classi cation Rates

METRIC TK PERCENTAGE SAMPLE SIZE

FALSE PosITIVE RATE (FPR) 12.4% 1246uUT OF 1000NEGATIVE SAMPLES

FALSE NEGATIVE RATE (FNR) 7.8% 780UT OF 1000POSITIVE SAMPLES
Grey node

quarantined

Y

Emitting GPU / Network Yes

Errors Reboot and redeploy drlve}s

l

Emitting GPU / Network
Errors

Reprovision / Re-Deploq

Return for Emitting GPU / Network
node sweep Errors
No [ Terminate / Replace
1 node

Figure 10.Bad Node Remediation Work ow

is needed. To triage grey nodes, we created a multi tieredlassi cation signals used to trigger remediation actions.
triage work ow that can be easily automated and is focusedralse positives result in healthy nodes being unnecessar-
on driving down wasted compute. The work ow is exists ily removed from service and subjected to remediation or
as part of the above mentioned automated node health mameplacement, while false negatives allow degraded nodes
agement work ow, speci cally within the repair/mitigation to continue consuming compute and negatively impacting
section. One important note is that if a speci c node wasworkload performance. As such, both error modes repre-
repeatedly being added to triage work ow within a certain sent a direct cost to overall cluster ef ciency and must be
time-period, a human manually marked it for terminationcarefully balanced.

without going through the entire triage process. ThrougI]n practice, these error rates informed the design of the

the empirical observations we determined that three timeﬁered triage work ow shown in Table 3, where early reme-

within a week was suf cient evidence that a node was ter_diation stages are intentionally lightweight and reversible.

minally bad and required replacement, however this may, bini deratel tive detection threshold
change depending on cluster con gurations. y combining moderalely conservative detection thresholds
with staged escalation and explicit health re-evaluation, the

. ! system limits the operational impact of misclassi cation
6.1 False Positive and False Negative Rates while maintaining strong protection against sustained per-

The effectiveness of the grey node detection and triage workormance degradation.
ow is highly dependent on the accuracy of the underlying






